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Objectives 

•  That you get a flavour of cognitive engineering (CE) in 
industry : 
–  Describe how it fits, what it is like in practice; 
–  Show an example of CE applied to an industrial problem. 

•  That you understand the necessary attitude 
(Find the real user needs; only then can you look for solutions. Don’t rely on your own impressions.) 
(it isn’t natural, it has to be learned hammered in) 
–  Illustrate some aspects of the design process using an advance 

exercise 
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Outline 
•  Cognitive Systems Engineering 

•  Advance exercise 
–  Context 
–  Results 
–  Recommandations 
–  Actual design 

•  Lessons learned - Suggestions - Problems encountered 

•  Examples of CE projects (if time permits) 

•  Questions during the lecture are OK. 
•  If needed, I’ll be glad to answer questions after the lecture. 
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How I got to CE 

•  Physicist 

•  Programmer-analyst (real-time software) 
•  Project leader (automation software) 

•  Requirements specification, automation of the 
Beauharnois hydroelectric power plant 

•  Cognitive Engineering to define needs 
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Four essential ingredients for a successful project 
- Strategic alignment 
- Interaction design (appearance et behaviour) 
- Technical design 
- Project management 

Definition of needs (functionnal) 
- Demands ! needs 
- Needs = Interaction design 
- It is essential to validate the design 
- Tasks et processes 

Elements of a successful TI project 

< Expert users > 

< Interactive systems > 

< Objective = profitability > 
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Cognitive Systems Engineering 
•  Industrial engineering = performance and efficiency 

•  Better tools ! better performance in task (speed, 
errors, quality, …) 

•  Applied to software (considered as a tool) = 
performance and efficiency of  the Human-machine 
system (HMS) 
–  Human beings are part of the system, so part of the problem 

must be solved using applied psychology (cognitive 
ergonomy) 

•  Design method, validation method 
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Specific expertise 

•  Methodology; integration with requirements 
engineering and software engineering methodologies. 

•  Techniques to find the necessary information 
–  Interviews, task analysis, usability testing, … 
–  < how to get access to the user expertise {in their task} > 

•  Human being : 
–  Vision, perception, decision making, mental load, nature of 

expertise, human error, … 

•  HMI design, interaction design 
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CE : fundamental concepts 
Definition of needs 
       Through the design and the validation of the HMI. 

Design 
        Based on task analysis and usability testing. 
        < ie.: based on the users’ expertise in their task > 
        With technical optimization. 

The design is expressed as a mockup which 
is also the basic tool for usability testing. 

Interaction design ! Functional requirements specification  

N.B. : Standards, guidelines and good practices are necessary, but 
grossly insuficient  to get a good product. 
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More than the Human-Machine Interface (HMI) 

Role of CE 

Cognitive Engineering Software Engineering 

Requirements 
specification 

Task Design Functions, services, data base 

SE : insure technical quality, 
control costs and delays 

CE : insure tool will improve 
the performance of the HMS 

Help the clients define their needs. 

Functional requirement specfication : interaction, security, adaptability and « pérennité ». 
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Methodology 

Understand the task 

Design - optimization 

Validate the design 

User expertise 

Describe their actions 

Do their task using the new tool 
(mockup) 

Ergonomist + software experts 

Ergonomist 

Ergonomist 

Ergonomist 

Ergonomist 
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Methodology 
Gathering of information on the task 

Design with optimization 

Usability tests 

Definition of needs  =  Validated design 

Hierarchical Task Analysis (HTA) 
Information needs / sequence 

Feasability analysis 

Mockup Functional requirements spec. 

Activity Document 

(with users) 

(with users) 

(with computer specialists) 

Iterations 

Iterations 

Iterations 

HMI : interaction 
Services / functions 
DB 
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Design 

Process 

Methodology 
Task data gathering 

 and analysis 

Design - 
Optimization 

(Mockup) 

Usability 
testing 
(Mockup) 

The study of the task (analysis et synthesis) guides the design 

The mockup supports the creative process, gives it a representation 
necessary to make progress (in the design) 

Usability tests enable the designer to check his design, to uncover 
design errors, to continue to make progress 

Iterations are necessary because we never get it right the first time 

Observation 
Strategies, errors, problems. 

Task analysis.       Users.    

Iterative design of 
HMI and new task 

Objectives set for 
human-machine system 
(performance centered) 
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Techniques 

Observation 

Analysis 

Usability tests 

Design 

At workplace, performing (or simulating) actual work, one 
user at a time 
Notes, screen captures, video camera (with sound), photos 

Hierarchical Task Analysis (HTA), strategies, problems, errors 

Optimize design with software experts 

Use the mock-up to do real task examples 

Look everywhere for ideas 

Iterate 

HTA (goals, data) --> Data, grouping, sequence 

Heuristic evaluation 
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Techniques 

Why ? 
How ? 

HTA First draft of HMI 
(interface and task) Information 

needs 

- What do you do ? 
- When, how often ? 
- How do you do it ? 
(ask the user to do the actions, 
or to simulate them) 
- What are you looking at ? 
- Why do you do it ? 
- Problems ?   Errors ? Users can validate the HTA 

Goals Actions 
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Techniques 
First mock-up  

Paper and PostIt, or Visual Basic used as a drawing tool  

Styrofoam and paper for physical aspects  

Mock-up  !  Prototype* 

Evolution  Usually Visual Basic used as a drawing tool, adding just 
enough functionnality to properly test specific sub-tasks 

Never (almost) demo the mock-up to users **; 

ask the user to use it to do actual work 

The mock-up is the best communication tool between user, client, designer and programmer 

Designing the mock-up and doing usability tests enables one 
to push the interaction design much further 

Other mockup tools : PowerPoint, Excel, DHTML  

(Excel is excellent for web site mockups) 

* : a partial prototype may be needed in some cases ** : however, a demo may be useful for clients 
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Mockup example (SCADA HMI) 

SAD+A SCADA : Supervisory Control And Data Acquisition 
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Example : Alarm annunciator 

From diagnostic 

to situation assessment. 

(circa 1995, but the lessons remain valid) 
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Electric power supply and control 

Production Transport Distribution 

PA PA PA . . .  CED CED CED . . .  

CCR 

CCR : Centre de conduite du réseau 

PA : Place d’affaire téléconduite (salle de téléconduite) 

CED : Centre d’exploitation de distribution 

1 provincial control center (CCR) 
7 regional control centers (PA) 
5 distribution control centers (CED) 
63 power plants (Production) 
> 500 substations (Transport) 
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Electrical power network : Production 

50 hydroelectric power plants 

Paugan power station 
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Electrical power network : Transport 

32,800 km of power lines 
550 substations 

Duvernay substation Power lines  

Production Transport 
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Electrical network 
control : local 

Beauharnois power plant HMI 

Boucherville substation HMI 

PA PA . . .  

CCR 
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Electrical network 
control : remote 

1 provincial center (CCR) 
7 regional control centers (PA) 
5 distribution control centers (CED) 

St-Jérôme regional 
control center HMI 
(PA) 

PA PA . . .  

CCR 

Provincial control 
center HMI 
(CCR) 
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Typical displays (SCADA HMI) 
ADR 

SAD 

ALB 



SCADA : two channels 

HMI 
Automation 

system Process 

uuu 
Amont 

Aval 

Control, status 

Alarms 

Automatisms 

and 

Protection 

Control 

Active monitoring 

Passive 
monitoring 
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Chronological annunciator (ALCID-SICC-I) 

Still in use 
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Regional control center example (SAD) 

In use up to october 2007 
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Regional control center example (Gen-4) 

In use Color rectangles are flashing 
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Example : Field 

•  Complex HMS 

•  Expert users 

•  Process control 
–  Multiple interdependent variables 
–  Dynamic    -    Risk    -    Conflicting objectives 
–  Typical task : information " decision 

•  Hydroelectric power generation and transport 
–  Multiple processes; most of them small 
–  Complex configuration 
–  Expert users 
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Present status 

•  Automation : 
–  Smaller number of operators 
–  More alarm points (for example 18,000 points in 

Beauharnois power plant) 
–  From 20 to 30 (up to 70) installations for a tele-control 

desk 
–  Up to 3000 alarms a day for one desk 

•  Cascades of up to 200 (up to 400) alarms at the 
beginning of a perturbation. 
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Present solutions : observations 
•  Acknowledge - reset without prior reading of alarm messages (loses 

historical information, gets the present state) 
•  In a power plant, the operators go directly to the control panel, without 

first looking at the alarm list on the CRT 
•  High proportion (operators opinion) of one by one judgment about 

pertinence of alarms 
•  From 70% to 80% (operators opinion) of alarms are not pertinent 
•  In important events, a high proportion of the alarms are momentary 

•  In some cases, it is difficult to understand the new state of the plant 
immediately after a complex event. The annunciator doesn’t seem to help. 

•  Small or no pattern recognition in the regional control center *, only 
reading of alarm messages 

* : except on the mosaïc overview display : changes of state 
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Literature and products 

•  Intelligent filtering (to reduce the number of alarms) is 
difficult to implement and maintain 

•  Almost nothing on presentation 
•  No tests with experts 

•  Situation awareness thought to be important 

•  Products : design is neglected (ex.: date-time on the left; 
looks as if design was done for diagnosis) 
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Avenues of solution 

•  Conjecture 
(after an event, first re-establish situation awareness; 
diagnosis is secondary) 
(after a perturbation, one needs to update his mental 
model of the process before making decisions) 

"The other important aspect of cognitive skills in on-line decision making is that 
decisions are made within the context of the operator's knowledge 

of the current state of the process.“ 
                                                                               Lisanne Bainbridge 1983 
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Avenues of solution 

•  We need to work on the presentation of 
information to help current state perception 

•  Pattern recognition is probably the best way (if 
not the only one) 
–  Hint for the designer : my guess is that knowledge of Gestalt 

and caracteristics of perception via peripheral vision might 
prove useful … 
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Necessary attitude 

Be very careful with your own impressions, 
concentrate on user reactions, 

try to understand their goals, know the context. 

You are building a tool for somebody else 
who is doing a job you don’t really know about (at least not at the skill level). 

(Most of the time, you know too much about computers to rely on your own impressions to design an HMI) 

“ The best attitude for today's designer to adopt is to 
think of the user as a different species that one knows nothing about; 

the user must be investigated scientifically 
to determine the optimal design features to facilitate the use of interactive systems ” 

                                                                      Deborah Mayhew 

Skills 
Rules 

Knowledge 

Users Engineers 
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Necessary attitude 

“ Most (75%) of the ergonomist’s work is to describe and understand what already exists. ” 
“ ... then everything will fall in place … ” 

                                                                          Jean-Marc Robert   

Any idea, however brilliant it looks, has to be tested. 
Good usability tests are essential. 
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Design 

First priority after an important event : 
understand the new state of the plant 

HMI has to be designed for the perturbed situations, 
and must also work in normal operation 

First objective after perturbation : 
safeguarding the network 

Density   vs   Struture 

Diagnosis is a different task, done after the fact : it requires a 
different tool, with filters, search, separate event for new alarm 

and return to normal, date and time, … 
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Overview display 

Summer 2007 
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Overview display with alarms 

+ mesures à quartiles Spring 2009 
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Major lessons learned 

•  Demands  !  Needs 

•  Task mode : to extract information useful for design 

•  Mockup : as a design tool, as a medium for usability 
testing, and as a communication tool 

•  Objective : performance of HMS 

•  Usability testing and iterations are absolutely necessary 
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Lessons learned 
•  Analyze work activities (and use HTA to design the first draft of the HMI) 
•  Don’t consider demands as needs; try instead to uncover the real needs 

–  Beware of needs expressed as solutions 
•  Don’t ask users to validate the requirements specification 
•  Insure that the user is in « task mode » to obtain the right information 
•  Beware of the pitfalls of participative design 
•  Keep contact with the field by regular visits 

•  Evaluate the HMI according to the task logic and  the performance of the 
human-machine system 

•  Do not aim for conviviality as a primary objective 

•  Build mockups 

•  Do the complete CE cycle 

•  Explain the design process (tell the story) to the decision makers  to convince 
them of the merits of the recommended design. 

Task Mode 

Mockup 

Objectives 
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Difficulties 

•  Solutions becoming needs, or needs expressed in the form of solutions 
–  Technical « trips » 

•  CE results difficult to explain to software developpers (in fact to anybody who 
didn’t spend much time observing users at work) 

•  Difficult to convince project leaders to accept the time and cost of CE 
•  Usability testing limits with experts 

•  One way to help convince project leaders, expert consultants, client 
representatives, …, is to tell stories about users performing their tasks. Seeing a 
video of users in their activities may also be useful. 
–  video and video editing 
–  describe observations and the actual design process 
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Suggestions 
•  When a client demands something, find out why, find out what are 

the task objectives. 

•  Pay regular visits to users; be there also when the software is 
installed 

•  Always check with users (3-4 at least, if possible); but don’t let 
them do the design; don’t rely on your own opinion. 

•  Never (almost) do demos to users, ask them to use the product to do 
actual work 

•  Be rigorous (complete CE cycle), not necessarily formal 

•  < + citations.doc > 
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CE future (my opinion) 

Still far from complete generic solutions  !   bottom-up analysis is essential 

Compatibility with human being 

Compatibility with task 

Importance of details 

Process Control 
Tasks 

95% =  acquisition of information, judgment on the quality 
of the information; importance of presentation 

5%   =  decision 

Nature of expertise 

Monitoring ! better situation awareness, without saturation (especially the rapid 
restoration of situation awareness following a complex event) 

Better representations : better adapted to human beings 
Better interaction means : better adapted to human beings 
User aware of what the computer is doing    {Human-Computer Cooperation (Norman)} 

(up to date mental model of the process + computer) 
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Intervention examples 

" \pro-ics\IPM-AS\ICS\Pres-ICS-IdT-2005\ Exemples-realisations-ICS.ppt 
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